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UNPRECEDENTED LEVEL OF CONNECTIVITY

Human to 
human

World Wide 
Web

Smart phones 
and tablets

Social 
Media

Machine to 
machine

+ smart 
networks, IT 

platforms and 
services

+ smart 
devices

+ smart 
phones and 
applications

+ smart 
devices, objects 

and data



Pre-internet
Internet of 

content
Smart 

internet
Internet of 

people
Internet of 

things

WE’RE BEING WATCHED!



IT’S OKAY, OUR DATA IS ENCRYPTED



DON’T RELY EXCLUSIVELY 

ON ENCRYPTION



de-anonymizing Netflix 
watch histories

identifying surnames and ages 
from anonymized genomes 

EVEN IF YOU’RE CAREFUL,
THINGS CAN GO WRONG

from anonymous faces to social security numbers



WE NEED CONTEXT FREE 

PRIVACY GUARANTEES



“the future of privacy is lying”

lying = adding noise to data

THE ULTIMATE PROTECTION



DIFFERENTIAL PRIVACY
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DIFFERENTIAL PRIVACY
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DIFFERENTIAL PRIVACY

Laplace Mechanism

standard deviation proportional to privacy level



PRIVACY VS. UTILITY



FIND THE “BEST” PRIVACY 

MECHANISM UNDER 

DIFFERENTIAL PRIVACY

GIVEN A PRIVACY LEVEL



THREE MAIN SETTINGS
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Multi-Party 

Privacy

users

data

trusted 
curator

released info

analyst 

user A

analyst 

user B

data

data

service

service

broadcast 
channel

data

data



OUR MAIN RESULT

privacy mechanisms that achieve the best privacy-utility tradeoff

[NIPS 14, NIPS 15, ICML 15, TSTSP 15, CISS 16, JMLR 16, TIT 16]
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OUR MAIN RESULT

the optimal mechanisms in all three settings have a staircase shape

[NIPS 14, NIPS 15, ICML 15, TSTSP 15, CISS 16, JMLR 16, TIT 16]

Global Privacy Local Privacy
Multi-Party 

Privacy



STAIRCASE MECHANISMS ARE OPTIMAL



PART 1/3:

GLOBAL PRIVACY
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GLOBAL DIFFERENTIAL PRIVACY
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controls the level of privacy
large    , low privacy

small    , high privacy
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PRIVACY-UTILITY TRADEOFF
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PRIVACY-UTILITY TRADEOFF
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minimize the worst case average loss

subject to differential privacy



OPTIMALITY OF STAIRCASE MECHANISM
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WHAT ABOUT OTHER LOSSES
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PART 2/3:
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LOCAL PRIVACY MODEL

malicious
analyst 

user A user B

have you ever used illegal drugs?

[Warner 1965]
answer wronglyanswer truthfully



LOCAL DIFFERENTIAL PRIVACY

malicious
analyst 

user A user B

controls the level of privacy
large    , low privacy

small    , high privacy
[Duchi et al. 2012]



PRIVACY-UTILITY TRADEOFF

malicious
analyst 
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maximize utility

subject to differential privacy



BINARY DATA
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WARNER’S RESPONSE IS OPTIMAL

malicious
analyst 

user A user B

answer wronglyanswer truthfully

optimal for all privacy levels & all well behaved utilities



WHAT ABOUT NON-BINARY DATA

malicious
analyst 

user A user B

maximize utility

subject to differential privacy



MAIN RESULTS

malicious
analyst 

user A user B

Binary Mechanism

Randomized Response

staircase mechanisms

all differentially private mechanisms



RANDOMIZED RESPONSE
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optimal in the low privacy regime



BINARY MECHANISM

optimal in the high privacy regime
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PART 3/3:

MULTI-PARTY 

PRIVACY



MULTI-PARTY COMPUTATION
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an important setting in distributed systems



PRIVATE MULTI-PARTY COMPUTATION

each party shares a noisy version of its data
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INTERACTIVE MECHANISMS
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INTERACTIVE MECHANISMS
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NON-INTERACTIVE MECHANISMS
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transcript

GENERAL REPRESENTATION

privacy mechanism

private data



MULTI-PARTY DIFFERENTIAL PRIVACY
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CAN’T SAY MUCH EVEN IF…
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FUNCTION ESTIMATION
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FUNCTION ESTIMATION
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ACCURACY-PRIVACY TRADEOFF
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ACCURACY-PRIVACY TRADEOFF

▪ heterogeneous privacy levels across users
▪ each party possesses a single bit
▪ the functions can vary from one party to the other
▪ the accuracy metrics can vary from one party to the other
▪ interactive & non-interactive mechanisms



OUR RESULT

non-interactive mechanisms are optimal
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OUR RESULT

Warner’s randomized response is optimal



NON-BINARY DATA



Bob
@bob

I just learned that I’m HIV positive. I feel devastated and 

need your support to go through these tough times.

METADATA PRIVACY



Bob
@bob

METADATA PRIVACY

first fully distributed, truly anonymous social network

[Best Paper Award at SIGMETRICS 15, SIGMETRICS 16]

I just learned that I’m HIV positive. I feel devastated and 

need your support to go through these tough times.
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Pramod ViswanathSewoong Oh
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SELFIE EVERYONE?


